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Title 
 

Host Header Poisoning in Management Interface 

 
Summary 
 
An attacker can trick the Controller into sending a redirect response against a malicious host.  

 

Severity  
 
Medium (CVSS 4.3)  
 

Products Affected 
 
Appgate SDP Controllers versions prior to 5.5.8 and 6.0.1. 
 

Suggested Action 

Upgrade Appgate SDP Controllers to version 5.5.8 or 6.0.1 or later.  

Workaround and Mitigations 
 
The applicability is low because none of the common and high‐risk issues could be exploited 

during penetration testing. 
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