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Methodology

This report summarizes data collected by Chicago-based VSA using its Promise to Performance (P2P)™ proprietary 
research tool. The participant pool was made up of 500 U.S. IT decision makers who oversee cybersecurity in the mix of 
their responsibilities, with the organizational titles of:

• Cloud/network/security/solution architect

• CISO/CTO/CIO

• Director of information security/technology/IT

• Security engineer
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Introduction 

Outdated security models built on a trust-but-verify approach 
are easily exploited and unnecessarily complex. Zero Trust is a 
paradigm shift toward a never trust, extensively verify mindset, 
whether a user is privileged or not.

Zero Trust Network Access (ZTNA) is the modern enterprise 
standard for secure access control, especially as cloud, remote 
work and edge computing trends turn the traditional security 
perimeter inside out.1

The approach starts from a default deny posture and then extends 
limited, earned trust, which is continuously re-evaluated. From this 
basis, ZTNA enables operational efficiencies with fewer trade-offs 
between security, convenience and agility.

With this leading-edge network security solution, enterprises can:

• Strengthen and simplify access controls

• Reduce the attack surface

• Remove policy management complexity for admins

• Improve the user experience

• Unleash operations with integrations and automation

For these reasons and more, implementing Zero Trust—most often 
foundationally built on ZTNA—is not “one and done.” Rather, it 
is an ongoing journey to embed strong, adaptive and risk-based 
access controls into the fabric of distributed, agile and hybrid IT.
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1 The ZTNA model was originally known as the software-defined perimeter (SDP) and the names are used interchangeably.

Listening to the experts

Responses by more than 500 U.S.-based IT decision makers who oversee network security reveal important insights 
about ZTNA adoption, including what buyers look for when evaluating products, what motivates them to look for a 
solution and where organizations are on their Zero Trust journey.

Drivers of ZTNA Adoption

The evolving nature of the enterprise 
perimeter is the main factor driving 
ZTNA adoption. It’s where the 
tailwinds of digital transformation 
efforts meet the headwinds of failing 
legacy network security solutions.

In particular, according to Gartner, 
“By 2024, at least 40% of all 
remote access usage will be served 
predominantly by ZTNA, up from 
less than 5% at the end of 2020. 
While most of these organizations 
will not completely retire all their 
client-facing VPN services, ZTNA will 
become the primary replacement 
technology.”

—Source: Gartner Forecasts 51% of 
Global Knowledge Workers Will Be 
Remote by the End of 2021

Figure 1—Experts surveyed represent a diverse range of industries and companies.
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Who is involved in the purchase decision?

Survey participants were asked to indicate what role they played in 
the process for acquiring network security solutions (Figure 2):

• Makers have authority to make purchase decisions on network 
security solutions; this group represents the majority of 
respondents (70%)

• Approvers are part of a team of people who approves the 
purchasing decisions (23%)

• Influencers provide input into the selection of network security 
software solutions but are not involved in the decision (7%)

The survey pool represents a range of positions; Figure 3 shows 
how the most represented job titles map to the different roles, 
ordered by the proportion who self-identified as decision makers. 
A quick examination reveals that:

• Generally, there is a strong correlation between seniority and 
decision-making authority

• CIOs and CISOs are always either makers or approvers, with 
CIOs almost exclusively makers

• Security engineers are the most likely to influence a buying 
decision

Figure 2—Majority of 
respondents have  

decision-making authority.

Figure 3—Many different roles contribute in one way or another to cybersecurity decisions.
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What do security experts look for in a solution?

Survey respondents were asked to rank 21 potential needs they 
may have when making network security IT decisions. Table 1 
shows the rankings for each decision-making role alongside the 
overall ranking.

The results reveal that protecting the investment of existing 
security solutions is the most important need. A likely 
explanation is that—as each annual budget cycle typically includes 
a wave of new solutions—protecting value and trust for prior 
decisions and integrations is vital to receive ongoing C-suite 
approval and support. 

Table 1—Rankings reveal insights about the aims and motivations of different members of the  
IT and security organization.
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Company Priorities

Survey participants indicated 
that the top five priorities when 
purchasing a security solution are:

1. User experience

2. Digital transformation

3. Cloud adoption

4. Automation

5. Internet of Things (IOT)

RANKING

NEED MAKER APPROVER INFLUENCER

To feel secure that my previous investments in security technology are protected 1 1 4

To minimize attack surfaces and threat exposure 2 2 1

To prove value as a security leader in charge of protecting critical systems/data 3 7 10

To have confidence that my vendor/partner is ethical and will provide me with valuable insights without upselling 4 4 9

To reduce security program complexity and increase efficiency 5 6 2

The ability to work in/with multi-cloud and legacy on-premises infrastructure 6 8 3

A vendor with a proven track record as a security leader with large enterprise and/or government customers 7 3 7

To strengthen authentication and authorization 8 5 6

To meet compliance and regulatory requirements 9 11 5

To build a security-focused culture 10 10 13

API integration and interoperability with existing architecture/tools 11 9 11

The ability to choose deployment option (SaaS vs. self-hosted) 12 16 15

To align risk management with business objectives 13 14 16

Attentive customer support 14 12 12

Seamless administrative and user experience 15 13 8

To free up time from mundane tasks to focus on strategic programs 16 18 14

Continuous innovation and software roadmap 17 19 18

To build partnerships with ethical, transparent providers 18 20 19

Adaptive and automated risk-based access control 19 17 17

To please the workforce to reduce friction 20 21 21

To change perception that security is a roadblock to productivity/transformation 21 15 20



Figure 4—With only a few exceptions, there was agreement between decision influencers, makers and approvers.
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Minimizing cyberattack surfaces and threat exposure received widespread support, enough to place 
second in the rankings. As motivated threat actors pursue the rewards of successful breaches, limiting their entry 
points is a crucial strategy.

Next, the first significant difference of opinion comes to light: decision makers and approvers both expressed that 
having confidence that a vendor/partner is ethical and will provide valuable insights without upselling is one of the 
more important needs, whereas influencers saw it as middle of the pack.

Scanning the rest of the list shows a few other variations:

• Decision makers feel the need to prove value as a security leader in charge of protecting critical systems/data

• Approvers care a great deal about a vendor’s track record

• Influencers believe that reducing complexity, increasing efficiency and a solution’s ability to interoperate with 
multi-cloud and legacy on-premises infrastructure are vitally important; similarly, influencers ranked a seamless 
administrative and user experience more highly than the other groups

Diving more deeply, the respondents’ assessments of the most important capabilities a ZTNA solution can offer 
show clear preferences (Figure 4). In general, the broader qualities received the largest support, while narrower 
capabilities tended to be cited with lower frequency. 

Topping the list is the ability to create fast, secure connections between users and applications—the very 
essence of ZTNA. However, IT and security professionals want to achieve this result without slowing down the 
business.
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How mature are organizations with respect to ZTNA?

As noted in the introduction, implementing Zero Trust is an ongoing journey toward strong, adaptive and  
risk-based access controls. In practice, each step of the journey often corresponds to implementing a particular 
use case.

Figure 5 shows the adoption status of key ZTNA use cases within the companies represented by the survey 
respondents. Unifying cloud and on-premises access has the most adoption maturity, with nearly 60% of 
those polled reporting their organization has already implemented this use case and a further 34% indicating their 
organization has considered it.

Running a heterogeneous network with disparate tools and resources is an intricate challenge. As workloads 
migrate to the cloud, securing both on-premises and multi-cloud environments is complex because these 
hybrid environments are architected differently to support a wide variety of contemporary workloads and legacy 
applications. Organizations undertaking cloud migration need to consider how they’ll deliver consistent, secure 
access across all environments.

Securing legacy infrastructure enjoyed similarly high adoption and consideration. Respondents recognize the 
importance of protecting their vast IT environment and aligning with the need to secure previous investments that 
topped the list in Table 1. In the same vein, many organizations have already taken steps to use ZTNA to secure IoT 
devices, addressing gaps left by network and endpoint protection solutions.

More than 56% of respondents indicated that their organization has used ZTNA to provide secure access for third 
parties, reflecting the importance of partners, vendors and others as key players in the enterprise ecosystem and 
the limitations and risks of legacy access solutions, like VPNs.

Figure 5—Unifying access to the entire IT environment is the most widely explored ZTNA use case.
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Table 2—ZTNA maturity comes with many benefits.

Figure 6—Again there is an emphasis on user experience, hinting at the far-reaching benefits of ZTNA maturity.
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Transitioning to a Zero Trust approach represents—and contributes significantly to—a maturation process involving 
many different elements (Table 2).

By asking survey participants to rate where their organization sits on the maturation spectrum between the 
extremes in Table 2, a high-level view of Zero Trust maturity can be gained within each element (Figure 6).

The user experience is the most mature element, with 55% of respondents indicating very high or moderately 
high maturity and only 27% choosing moderately low or very low maturity. The technology stack edged out 
solutions, although 18% of IT experts polled rated their technology stack maturity as very low, trailing only the 
threat surface in this regard. 

In fact, the threat surface is the outlier in this dataset, with barely a third of survey respondents selecting very high 
or moderately high ratings—underscoring just how challenging it is to minimize today’s expansive and growing 
threat surfaces and the perceived trade-off between being agile or being secure. ZTNA has the potential to provide 
tremendous assistance in this pursuit, thanks to its ability to cloak the entire infrastructure and to make resources 
completely invisible to malicious actors while simplifying access controls and improving user experience. 

ELEMENT IMMATURE MATURE

Network Broad/flat network access Precise segmented network access

Tech Stack Technical debt and complexity Simplified and consolidated tech stack

User Experience User friction Seamless user experience

Policies Static/IP-based policies Dynamic/context aware policies

Solutions Siloed solutions Tooling and system integration, interoperability and automation

Threat Surface Open ports easily scanned and found Hidden/invisible resources
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Conclusions

The traditional security perimeter has eroded as cloud, remote work and 
edge computing trends accelerate. As the threat environment intensifies 
in parallel, traditional network security controls are continually the 
source of major breaches and are therefore being rendered deficient. 
This “connect first, authenticate second” approach can no longer 
defend digital assets from malicious actors. ZTNA is quickly becoming 
the enterprise standard of choice for secure access control.

However, ZTNA as a whole should be viewed as more than just a 
component of cybersecurity; it also is a driver of digital transformation. 
As such, IT and security leaders are under pressure to understand the 
different flavors of ZTNA available, their benefits and how they work into 
the organization’s long-term infrastructure and operating vision.

This enterprise network security study was conducted to understand 
who the buyers of ZTNA are and what influences their decisions.

The responses reveal that buyers take very seriously their responsibilities 
as security leaders. They seek to efficiently use company resources to 
protect critical systems and data while also reducing security program 
complexity—and they want to work with ethical and proven vendors to 
achieve these outcomes.

At the same time, creating and preserving a seamless user experience 
remains a priority, as does furthering the organization’s digital 
transformation. However, these aspirations are challenged by complex 
hybrid enterprise environments that are commonplace.

Buyers are in an unenviable position: they want to create a secure, 
seamless and simplified user experience in an IT environment that is 
characterized by complexity. Moreover, they don’t want to slow down 
the business in any way while implementing the changes and solutions 
that are necessary elements of this transformation.

To implement a ZTNA solution, buyers must consider their current 
and anticipated security and IT ecosystem and the resulting platform 
requirements. Robust solutions, like Appgate SDP, prove that it is 
possible to address all of the top considerations, thereby allowing 
enterprises to implement ZTNA for a robust, scalable and sustainable 
high-security posture, even while enhancing the user experience and 
enterprise agility.

Zero Trust Maturity in Different 
Industries

Using the responses provided by 
the IT experts who participated in 
this survey, it’s possible to calculate 
a Zero Trust Maturity Score. Here’s 
how the 10 industries with the most 
representation in our dataset rank on 
a scale of 1-10:

1. Retail stores and chains: 6.8

2. Professional services: 6.6

3. Manufacturing: 6.6

4. Education: 6.5

5. Financial services: 6.5

6. Telecommunications: 6.3

7. Health care: 6.2

8. Software providers: 6.2

9. Technology: 6.2

10. Data: 5.9

This research report was commissioned by Appgate, the secure access company that provides cybersecurity solutions for people, devices and systems based 
on the principles of Zero Trust security. Appgate updates IT systems to combat the cyber threats of today and tomorrow. Through a set of differentiated cloud 
and hybrid security products, Appgate enables global enterprises and governments to easily and effectively shield against cyber threats.  
Learn more at appgate.com. 
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