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appgate
SDP SECURITY ADVISORY

ID: 2023-08-0001

Advisory Details

First published 2023-08-03
Last updated 2023-08-03

Title

Token Revocation Delay Vulnerability

Summary

A security vulnerability exists within Appgate SDP versions 6.2.0 and 6.2.1,
allowing blacklisted users to retain token access for five minutes after being
blacklisted. This can result in unauthorized access to sensitive resources.

Severity

High (CVSS 3.1 Base Score: 7.8)

Products Affected

Appgate SDP Controller versions 6.2.0 and 6.2.1.

Solution

Upgrade Appgate SDP Controller and Gateway appliances to version 6.2.2 or later
when available.



Workaround & Mitigations

Utilize Appgate SDP’s API to manually perform token revocations.

References

e Appgate SDP Knowledgebase article with workaround instructions:
https://appgate.my.site.com/support/s/article/Blacklisted-Users-Retain-Token-
Access-for-Five-Minutes-After-Being-Blacklisted?language=en US
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