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SUPPORTING THE DOD ZERO TRUST  
STRATEGY WITH APPGATE SDP

“Cloud is a fundamental component of the global infrastructure 
that will empower the warfighter with data and is critical to 
maintain our military’s technological advantage” [and the 
DoD will] “seek the active participation and commitment 
of all DoD Components to realize the benefits of cloud”

DoD Cloud Strategy, December 2018

Identity-Centric, Network Enforced  
Perimeter Security

BENEFITS 

Simplify and standardize how mission critical 
resources are accessed from anywhere; GFE,  
Non-GFE, BYOAD, mobile connecting to  
on-premises or cloud services 
 

Unburned the existing JRSS/IAP/CAP  
infrastructure, while enhancing overall  
performance for the warfighter  
 

Mitigate the significant risk of stolen credentials, 
access tokens and compromised devices
 

Eliminates multiple information assurance hurdles 
for components moving to cloud, accelerating  
cloud adoption
 

Automation and natural language base policies 
reduce complexity and decrease operations and 
maintenance costs

What is Appgate SDP? 

Appgate SDP is a Zero Trust Network Access platform providing context-aware/
conditional-based access, continuous device posture checking, cryptographic 
micro-segmentation, dark networking/cloaking users and resources, network 
access control and secure access from anywhere. Appgate SDP can immediately 
address the traffic congestion at the IAPs and VPNs, by directly connecting 
users to multiple resources simultaneously. This shatters the VPN model of a user 
creating an isolated tunnel to a single point in the network, then having their traffic 
inefficiently “hair-pin” through dozens of hops to get to the appropriate resource. 
Users will have multiple intelligently created paths for secure direct access to 
resources (CNAP) completely unburdening the IAPs and VPN chokepoints.

Directly connecting users is only achievable because of Appgate’s patented zero 
trust approach to security. Appgate SDP’s foundation is API-driven and is designed 
to be integrated. Appgate SDP is natively identity/data-centric and uses device, 
user identity, role, attributes, tags\labels, meta-data, location, time, risk scores, 
etc. Appgate SDP’s context-aware, conditional-based policies integrates fully into 
the existing ecosystem of tools and capabilities to harden the DODIN.

 
Appgate SDP Enables Secure Access to the  
Cloud & On-Prem

The Department of Defense (DoD) is rapidly adapting to meet the surging demand 
for secure access from anywhere to resources in cloud and on-premise. The 
increased connectivity requirements, to ensure the warfighter remains mission 
effective, has resulted in replicating the existing DODIN infrastructure, increasing 
the overall complexity and cost. The current architecture is unable to directly 
connect users to the appropriate resources securely and take full advantage of 
the suite of existing security capabilities. In order to maximize the lethality of the 
warfighter, the DoD executed the DoD Cloud Strategy:
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As the DoD moves to cloud, the methodology to access cloud-hosted 
resources must also adapt.

A next generation boundary must be established with principles 
rooted in Zero Trust. Cloud Native Access Point (CNAP) provides the 
warfighter timely, secure and mission-relevant data at any time and 
from any network.

Appgate’s Software-Defined Perimeter (SDP) is the enabling Zero 
Trust Network Access (ZTNA) technology in the CNAP architecture. 
Appgate SDP directly addresses security and performance challenges 
to connect the warfighter directly to cloud-hosted or on-premises 
resources; enabling the DoD to maintain information superiority.

Capability Appgate SDP VPNs and Other SDPs

Mitigate stolen credentials and  
access tokens

Appgate SDP is able to make the 
enterprise edge undiscoverable to an 
adversary even with stolen credentials by 
using single packet authorization

Nearly all VPNs and other SDPs  
expose listening ports that will  
accept compromised credentials  
or tokens

Simplify security using Data-Centric concepts 
like tags & labels (meta-data) to create policies; 
not thousands of IP address based ACLS

Appgate SDP fully open  
Bi-Directional API allows it to use  
tags and labels to create  
security policies

VPNs and other SDPs are not  
capable of using tags or labels to  
drive security policy

Standardize access to any On-Premise or cloud 
platform or service

Appgate SDP is an agnostic platform, 
and is able to support disconnected 
operations

VPNs create a single tunnel for all 
user traffic connecting all users to 
a centralized location. They do not 
enable a direct connection between 
the user/device and the workload 
(wherever it is)

Standardize access a cross multiple devices  
and use cases

Appgate SDP supports nearly all 
operating systems (to include mobile) 
and can also be delivered as “clientless.” 
Supports the entire network stack

Some VPNs and SDPs don’t  
support all use cases to include GFE, 
Non-GFE, Mobile, BYOAD with limited 
support for all network protocols; e.g. 
VOiP, ICMP, etc.

Simplify Security by enabling “security  
as code”

Appgate SDP can delivered completely 
as code; for both the security policy 
components and virtual infrastructure  
(Rest API, YAML, JSON)

VPNs and other SPDs can not be 
delivered completely as Code

Increase Performance and  
warfighter experience

A single Appgate virtual gateway  
can support upto 10 Gbps and can  
be clustered in order to support  
100+ Gbps

Nearly all VPNs cannot scale past  
2 Gbps. Other SDPs are limited to  
500 Mbps per appliance creating 
a large infrastructure footprint

Apply context aware—conditional based access 
controls in a zero trust model

Appgate Policies are held within the DoD 
security boundary, not routed through a 
cloud based proxy solution

Cloud routes SDPs are NOT Zero Trust. 
DoD security policies, configurations, 
certificates, andencryption are NOT 
held within DoD boundary

About Appgate

Appgate is the secure access company. We empower how people work and connect by 
providing solutions purpose-built on Zero Trust security principles. This people-defined 
security approach enables fast, simple and secure connections from any device and location to 
workloads across any IT infrastructure in cloud, on-premises and hybrid environments.  
Learn more at appgate.com/federal-division

http://appgate.com/federal-division

